Introduction To Hacking

The Portwolf Model of Bottom Up Hacking

Imagine two rooms.  Between these two rooms is a solid brick wall.  We as human being have been conditioned to believe that this wall keeps us from moving from one room to the other.  From the moment each of us were born, we have been taught that we cannot move between these rooms.  We have been  made to think according to predefined rules.  We think… in a box.  Boxthinkers.  Hacking - by any definition - is the art of thinking outside of that box.  To creatively formulate new, unconventional ways to do things.  Dennis Ritchie (the creator of C), Linus Torvalds, the people at Xerox who invented the mouse.  All became who they were for thinking outside the box.  Kevin Mitnick, Kevin Paulson - accomplished the legendary computer and phone system break-in they did for not being boxthinkers.  Computer hacking does require an amount of technical knowledge.  But like anything there is a way to break it down into logical sequence. I have created a Bottom Up Model for Hacking, that I feel can be the standard that this and all Ethical Hacking Courses are taught on.


First and foremost understand that this class is completely legal, and everything you do will be to my servers, and my files. I do not condone, nor encourage criminal activity in any way whatsoever. This is a course taught by ex blackhat’s. We’ve gone beyond our childish destructive unethical ways and become, Entrepreneurs, IT Specialists, College Students, and positive contributors to society, and that is just what we intend to create out of you. 


In order to protect your self, your family, your business or your country from the likes of what we used to be. You’ll need to think like a hacker. Understand that this means more than learning how to program, or learning tricks and techniques used to gain access into computer systems. It’s taking on an entire new mentality. Understanding the theory and method behind hacking. The following is my theory, and that which I will base everything from here on out on.

The Bottom Up Hacking Model
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The idea behind the model is simple. Start from the bottom and work your way up. My theory is this. The closer you are to the bottom of the model, the less likely vulnerability is present, and simpler the methods of discovering, and executing exploitation is. As you work your way up the model, there is increasing chance of vulnerability, however complexity increases exponentially. By starting from the bottom, you simply rule out the simplest and least likely and work your way up. Always using what you’ve gained from the level before, as a tool towards the next. Everything is an advance, nothing is useless. Information gathered in Step 1 will be used in Step 2, 3, and so on. This is the hacker mentality.
 Physical – Do I have physical access? Can I see the computer? Can I touch it, can I if else fails, take it apart, and take the drive out? This is the first thing you will ask yourself, because local or physical hacking is completely different, than remote hacking. It is said that the only invulnerable computer is one that is unplugged, locked in a safe and buried deep in the woods. This is true. Physical access to a machine almost always guarantee’s vulnerability. Lesson 2 will go over methods of local NT hacking, including bypassing system and bios passwords 

Network – On level 2, of my model, the Network I refer to is local area network. Am I on the LAN? If not, can I get on the LAN? Methods of hacking from inside the LAN often times, behind the firewall, and with far less restriction, are far different than WAN hacking. Protocol and File sharing hacks, which would be otherwise unavailable, are an option, and sometimes all it takes. This should always be the next step, in the logical order. In lessons 3 and 4 we will go over methods of Inside Network hacking such as TCP/IP and NetBIOS hacking methods, Sniffing Traffic on a hub versus a switch. We will talk about War Driving. With the growing amount of Wi-Fi networks, Compromising your network may be as simple as clicking a couple buttons in windows XP, and running a sniffer on a laptop.  We'll run through detecting Wi-Fi networks, followed by methods of intrusion such as cracking WEP and sniffing MAC Addresses to 

use to circumvent the Mac-filtering security methods. We will talk about firewall and IDS systems. Everyone says that your firewall is not enough, but many of the times it IS the factor that makes the difference in your security.  On the other hand, if not configured properly, it can be easily rendered useless by an attacker.  Here we will teach about attacks against firewall and Intrusion Detection Systems (IDS), showing how an attacker can slip through these systems unseen.
OS – Backend -   We’ve now ruled out physical and network access, or have failed to gain access based entirely on methods derived from their existence. It’s now time to attack the Operating System, on the kernel level. The actual workings of the OS, and how it interacts with requests. Operating systems are commonly distributed with major flaws that allow hackers to take over entirely. These vulnerabilities are very likely to have been patched, especially in the day of automatic updates. In lesson 5 and 6 we will learn exactly how NT can be broken, and go over historical, and the latest vulnerabilities available to the public. There are many free tools that scan for vulnerabilites in a system or network, and quite a few that are not free. Here we will cover both kinds, and

some of the pro's and con's of each.  We'll also explain why these are commonly

not used in criminal hacks, due to being easily picked up in IDS systems, though

there has been some built to avoid that. We'll touch upon the concepts of "false

positives", and why trusting a vulnerability scanner to do all your work is simply not a good idea. We will also go into detailed discussion, and learn in depth at how such dangerous security problems are discovered. We will learn about the politics of hacking, how most top security firms are new age techno thugs and how most exploits are discovered, and sold to the distributor sometimes for 100s of thousands. New age black hat black male, and its all legal.

OS - Frontend -  We’ve gone through the kernel, and found all major holes have been patched, or are rendered useless by IDS. We’re now half way through the model, and the likelihood of vulnerability in this level is much more apparent. These concepts are complex and take deep technical knowledge of the way the system handles security. Its time to go in through the front door, or try. This is the method perceived by the public to be what hackers really do. Logging into the system as an actual user, or tricking the system into believing you’re a user. This includes password cracking, and other methods commonly showed on hacker movies, which are rarely actually used in a real hack. In lessons 7 and 8 we will discover how NT handles security, and manages local and net user accounts. We will discuss the idea of privileges and how they can be abused in order to gain access to other accounts. The idea that a guest account is one step closer to an administrator account, always using one step to get to the next climbing up the ladder.  We will discover NT password files, and how they’re used by the system, how they’re encrypted and later how they’re cracked by a hacker. Lesson 9 will be based on Cryptography, which is a concept important to many levels of the Bottom Up Model, but will be introduced here. Here we will introduce you to the common forms of encryption such as DES, MD5 and NTLM, and discuss the various weaknesses in each, and how to crack them.
Server – The server level is where most criminal hacks become successful. Due to the nature of what a server is. A server is any software, on the system that handles access to certain files, or features, usually works on requests and permissions. In English… “Hey server, can I have that file?”  “Sorry you’re not authorized to get that file”  In lessons 10 and 11 we will go over various types of servers including HTTP, FTP, and Telnet and talk about how they handle security and permissions. We will discover ways of tricking the server using malformed requests and we will discover Buffer Overflows. We will discuss EyeIS in depth how it works, why it was so popular, and how it was coded. We will go into how various types of exploits function (though not an in-depth look at programming them), and show how easily they can compromise nearly any system.  We'll also discuss concepts such as "0days" and "blackcode".
Service – At this level of the model in-depth knowledge of specific services is imminent. There is an ever waging battle between functionality and security. The more a system is able to do, the more chance of vulnerability. Services are add-on’s or components to a server, usually built to enhance functionality for the web master, and allow a more interactive service to the viewer. In lessons 12 and 13 We will go over various services, how to discover their existence and how to exploit their functionality. Various services are PHP, Python, CGI/Perl, ASM and data basing services we will discover their flaws and common methods of SQL-Injection seen regularly in an internet environment. 
Application – The top of the ladder, and if you’ve come this far, you’re frustrated and tired. It’s probably closer to sunrise than sunset, and you ran out of caffeinated coffee hours ago. The good news is your server has custom built web based applications, which allow validations, and were probably coded by a tech school graduate who spent more time doing lines of blow than homework. The bad news is you are most likely the first hacker attempting to dissect it. You cannot rely on the research of others to help you, you are on your own. In lessons 14 and 15 we will discuss how to break apart web applications and introduce you to common validation issues. 

In Conclusion – By using this model and working from the bottom up hacking becomes less mystifying and more methodic. In lesson 16 we will discuss cleanup, and setting up backdoors for re-entry. There will be a question and answer session and your suggestions for the next class will be welcomed. We will also give you time to work with each other on one final project ;-)
